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A tremendous amount of data

are collected by researchers,

companies, governments, and

similar institutions.



Learning from data is

crucial for our

understanding of the

world.
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Imagine someone trying to

learn your private information

using information based on

your data.

This is analogous to a detective

searching a crime scene.



If data are directly released this constitutes a

complete privacy violation.

What if data are anonymized?

Caught “Red-Handed”: Direct Data Releases



Data anonymization is the

process of removing clear

personal identifiers from a

specific dataset.





Sufficient amounts of non-

personally identifying

information can act as personal

identifiers.



Summary statistics like means,

counts, or standard deviations

can be reported to describe the

overall data.



Given summary statistics, the US Census Bureau

demonstrated that reconstruction attacks are

possible (and astonishingly accurate).

Data “Finger-Printing”: Summary Statistic Releases



You leave trace amounts of

personal information in

summary statistics.

What about using advanced

statistical procedures?



Even advanced statistical modelling is

susceptible to data leakage.

The severity depends on the

underlying analysis.

Circumstantial Evidence: Advanced

Statistical Modelling



What can we do?



Differential Privacy : A rigorous mathematical standard for privacy,

that, if achieved, provides provable guarantees for individual

protection.



Family Income

1 60,000

2 58,000

3 63,000

4 95,000

5 61,000

6 12,000

7 63,000

8 125,000

9 57,000

10 55,000

Mean =
60 + 58 + 63 + 95 + 61 + 12 + 63 + 125 + 57

10
= 6



Private Mean   Mean  Random Noise= +

 produces:   3994.80  64, 900 + 3994.80 = 68, 894.80

 produces:   − 4987.57  64, 900 − 4987.57 = 59, 912.43

 produces:   − 12943.21  64, 900 − 12, 943.21 = 51, 956.79

 produces:   35374.81  64, 900 + 35, 374.81 = 100, 274.81

The specific value of the private mean depends on the random

noise. It may be close or far from the truth.





Treatment is more impactful for some

patients than others.

Our method achieves high accuracy

for those patients and provides privacy

for all patients.

Private Personalized Medicine



Learning from data is

crucial for our

understanding of the

world.

Protecting individual

privacy is necessary as

data become more

abundant.

There is an inherent trade-off between these pillars. Privacy

research makes this explicit.
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Thank you.
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